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About the topic

Major cyber incidents are all too common nowadays and they can have a very damaging effect on
businesses. Such incidents may include malware attacks, phishing attacks, insider threats and distributed
denial-of-service attacks, which can undermine the security and trustworthiness of digital resources.
Therefore, adequate preparation and planning to address cyber incidents is crucial, including putting in
place a comprehensive response programme and knowing how to react should such an attack occur.

In this webinar, the experienced practitioners will discuss, amongst other topics:
¢ Incident Response Planning: Exploring the process of developing a comprehensive incident response
plan, including the identification of roles and responsibilities, escalation procedures, and communication

protocols;

e Forensics and Investigation: Exploring the role of digital forensics in cyber incident responses, including

evidence collection, analysis, and preservation; and

¢ Incident Response Procedures: Covering the step-by-step procedures and best practices for responding
to different types of cyber incidents, including containment, eradication, recovery and reporting;

¢ Case sharing.

About the event

Date & Time Wednesday, 28 February 2024
1.00 p.m. = 2:00 p.m.

Format Live Webinar
(There will be real time Q&A)

Fee e HK$160 per person for ForensIlG members/
ACFE members

e HK$360 per person for the participants other
than above

Priority is given to ForenslG members. Not a ForensIG member?
Click here to join ForensIG. If you are a non-member of the
Institute, please register as a new web member first before
completing an online registration as a ForensIG member.

HKICPA 1 hour (subject to actual attendance)
CPD credit
Language English

Competency Forensic accounting*
Rating Intermediate level*

Application Online enrolment by 26 February 2024
deadline (offline enrolment by 23 February 2024)

* Please refer here for descriptions of the various ratings.

1:00 pm Introduction

1:05 pm Speakers’ presentation
1:40 pm Panel discussion
1:.55pm Q&A

2:00 pm Closing

Eva Kwok

Senior Managing Director and
Head of Cybersecurity, Hong
Kong, FTI Consulting

Neo Lam

Partner, Cyber Operate Leader,
Deloitte Advisory (Hong Kong)
Limited

Sean Lam

Member, ForensIG Management
Committee, and Senior
Managing Director, Hong Kong,
FTI Consulting


http://mas.hkicpa.org.hk/mycpa/login
http://www.hkicpa.org.hk/file/media/section4_cpd/Continuing%20Professinoal%20Development%20Programme%20(CPD)/pdf/guide/CPDevents-NewCategories-ratings.pdf
http://www.hkicpa.org.hk/en/cpd-and-specialization/specialist-interest-groups/forensics-forum/
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About the speakers

Eva Kwok, Senior Managing Director and Head of Cybersecurity, Hong Kong, FTI
Consulting

Ms. Kwok is a cybersecurity expert with more than 23 years of experience in the information system industry.
She advises clients on cybersecurity strategy, cloud governance and security, identity and access
management, data governance, privacy and protection, and security analytics.

Ms. Kwok leads the cybersecurity practice in Hong Kong and continues the expansion of the firm’s
cybersecurity capabilities in the Asia-Pacific region. She specializes in cybersecurity readiness, specifically
implementation services, to help clients bolster their cybersecurity protections ahead of incidents.

Prior to joining FTI Consulting, Ms. Kwok served as the Cyber Lead of Deloitte China — Hong Kong, focused
on cybersecurity and technology risk consulting. For more than 16 years, she worked as a partner of the
Risk Advisory practice in the Deloitte Hong Kong office. There, Ms. Kwok led and supervised cyber projects
for clients across the financial services and public sector.

Ms. Kwok has significant experience with Hong Kong Monetary Authority regulatory-related assessments,
including the Cyber Resiliency Assessment Framework (CRAF), TME-1 assessments, customer data
protection assessments, TMG-1, and SWIFT assessments.

Neo Lam, Partner, Deloitte Advisory (Hong Kong) Limited
CISSP, CCISO, GCFE, GNFA, CEH, X-PERT, Meiya Certified Examiner, Certified ISO 27001 Lead
Implementer

Neo is a partner in the Deloitte Risk Advisory Cyber practice, focused on Cyber Operate including Cyber
Incident Response. He has more than 13 years of experience in handling digital investigations, incident
management and incidents covering major cross-region cyber security / digital fraud and money laundering
cases.

He served as the APAC Head of Incident Response and Digital Forensic for Kroll leading a team of
seasoned DFIR engagement managers from Hong Kong, Japan, Singapore and Australia, handling major
cyber incidents, leveraging global resources and using leading-edge technology and industry-standard
forensic tools and procedures, to identify the root cause and assess the impacts on business.

Prior to that, he served as the Head of Digital Forensics Investigations for the Hong Kong Police Force,
leading multiple teams in providing digital forensic and incident response for various industries, such as
government, financial institutions and insurance on enterprise scale.

Registration

* Online enrolment by 26 February; offline enrolment by post or e-mail also by 23 February:

Complete the enrolment form and return it to the Institute by 23 February, together with full payment. Cheque should
be made payable to “Hong Kong Institute of Certified Public Accountants” or "HKICPA". E-mail registration will be
accepted for payment by any VISA/ Master card or the BOC HKICPA UnionPay card.

You may consider your registration to be successful unless you receive notification from us to the contrary.

* Upon successful enrolment, the meeting URL and login password will be provided nearer the event date.

* Contact Mr. Terry Lam at 2287-7386 for enquiry.
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Disclaimer

* The opinions expressed by external guest speakers are, by their nature, those of the speakers. They are not
necessarily endorsed by the Institute or reflect the official policies and views of the Institute or its members.

* The Institute does not endorse or recommend any products or services and is not responsible for any loss or
damage arising from using such products or services.

* Participants are reminded that there are a wide range of products or services available in the market. Participants
should carry out their own research and obtain independent advice before subscribing to any products or services.

* The Institute takes no responsibility for any loss incurred by any person acting or refraining from acting as a result
of participation in the event.



