CPA Hong Kong Institute of
Certified Public Accountants
-y EERSTHLE

IT Series LW Dei01011104

= -l % 110001011101
Cybersecurlty 1 1E0101101001011

Identifying and Respon. g* 1010001010001
to a Cyber Incident ~ /10111010

Date Monday, 22 January 2018
Time 7:00 p.m. —-8:30 p.m.
Venue Hong Kong Institute of CPAs,

27/F., Wu Chung House, 213 Queen’s Road East, Wanchai, Hong Kong

Format Seminar

Language English

Fee HKICPA member or student: HK$190 (online enrolment: HK$180)
A/ HKIAAT member or student: HK$190
Non-member: HK$330

Speaker Mr. Dmitri Hubbard, General Counsel, Blue Dragon Asia

(Speaker's profile is printed overleaf)

Participants For those who have basic understanding of IT and are interested in understanding how to
identify, manage and respond to a cyber crisis

Competency* Risk management; Information technology
Rating* Intermediate level

CPD hours 1.5

Program code SCPD18012202

* Please refer to the|institute’s online CPD Learning Resource Centre|for descriptions of competency and rating.
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http://www.hkicpa.org.hk/file/media/section4_cpd/Continuing Professinoal Development Programme (CPD)/pdf/guide/CPDevents-NewCategories-ratings.pdf
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About the programme

This seminar will cover the following topics:

e Cyber threats to organizations
- Nature of cyber security
- Nature of threats/ vulnerabilities in Hong Kong
- Examples of breaches

e Aspects of a security conscious culture
- Policies and procedures
- Behaviour of employees and subcontractors/ partners
- Legal topics and liabilities

e Cyber response —in a cyber attack what does the crisis team do?
After joining this seminar, participants will learn about:

e How to identify cyber threats
e |Immediate steps to take during a cyber breach
e The role of IT, HR, legal, compliance, general management in a cyber response

About the speaker

Mr. Dmitri Hubbard, General Counsel, Blue Dragon Asia

Based in Hong Kong since 2002, Mr. Hubbard consults on a wide range of contentious legal problems which arise at the
intersection of law and technology. He uses his experience in managing over 200 investigations since 2009 in Asia to preach
about best practice and responding to crises.

Mr. Hubbard focuses on internal and regulatory investigations, international and Asian litigation, cyber security and data
privacy compliance scenarios across Asia-Pacific. He works closely with large law firms and General Counsel for matters
which have a Hong Kong or Asian dimension. He specializes in advising clients on regulatory and litigation matters involving
data privacy concerns, forensic investigative needs, cyber breach, electronic discovery, data mapping, evidence
management, document review and analysis.

Since in Asia, Mr. Hubbard has held regional management roles at LexisNexis, Epig Systems, Control Risks Group, Xerox,
Conduent, and Blue Dragon Asia. He has been an adjunct lecturer/ professional consultant at the three Hong Kong
University Law schools, i.e. The University of Hong Kong, The Chinese University of Hong Kong and City University of Hong
Kong.

Mr. Hubbard is a qualified barrister and solicitor of the High Court of New Zealand. He holds a Bachelor of Laws, a Master
of Laws (focusing on international commercial law) and a Bachelor of Arts in English Literature and Economics from Victoria
University of Wellington. He holds a Diploma in International Trade and Shipping Law from London Guildhall University, and
has done the Securities and Futures Commission of Hong Kong licencing exams for securities dealing, derivatives dealing,
corporate finance and financial markets. He frequently presents at industry seminars, professional associations and regional
conferences across Asia. He has written several books and articles on Hong Kong and Asian data privacy, cyber security,
ediscovery, law of evidence, employment and contract law.
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HKICPA Event Enrolment Form (For Support Programme)

Finance & Operations Department,
Hong Kong Institute of CPAs,
37/F, Wu Chung House, 213 Queen’s Road East, Hong Kong

Payment & Enrolment Status Enquiry: 2287 7381 Course Information Enquiry: FOR OFFICE USE
e-mail: finance@hkicpa.org.hk 2287 7386 / 2287 7253
Fax : 2893 9853 e-mail: cpd@hkicpa.org.hk

Deadline: 7 working days before the date of the programme

Membership Full Name of Participant(s) Email address @ Fee
N No. St%t)us (Block Letters) CeipEly (Block Letters) FODYTETITS el (HK$)
1
2
3
Total (HKS)
O | am unemployed and not working. | am planning to rejoin the workforce.
The Institute reserves the right to allocate places to enable the enjoyment of more members in this event.
The Institute’s decision is final. Applicant must submit the enrolment form 10 working days before the event.
Contact Person : Tel No. : Fax No. : E-mail :
Contact information is used solely for communication of this particular event, without update to your member profile.
Payment Method (Please tick the appropriate box)
U Cheque (no. ) payable to “Hong Kong Institute of Certified Public Accountants” or “HKICPA”
U BOC HKICPA VISA U BOC HKICPA UnionPay card U Other VISA / MasterCard
. Card Expiry Date
Card Number: (MM/YY):
Cardholder’'s Name (block letters): Cardholder’s Signature: Date:

Payment receipt will be sent to your email address provided above once the payment is confirmed.

Notes: 1. Membership Status: NP = Non-Practising, P = Practising, IA = International Affiliate, S = Student, HKIAAT = HKIAAT Student or Member,
GAA = GAA Passport holder, NM = Non-Member.
2. Confirmation of enrolment will be sent to you via email. You can check your enrolment status at "MyCPA" at www.hkicpa.org.hk. Unsuccessful enrolment will be
notified with full refund.

3. NO ADMISSION TICKET will be issued. Please bring your HKICPA membership card or confirmation email for admission purpose.

4. All applications are on a first-come-first-served basis.

5. Application by fax will ONLY be accepted when payment is made by credit card. Cash is strictly not accepted. Please ensure all the particulars relating to payment
are completed, otherwise the application cannot be processed. There is NO need to send in the enrolment form again if it has already been faxed to the Institute.

6 For credit card payment, the card should be valid with expiry date at least 1 month from the date of event.

7. Please issue SEPARATE CHEQUE for each event.

8. In normal circumstances, the event fee is non-refundable or non-transferrable upon receipt of payment by HKICPA. Should the event be cancelled or postponed

due to unforeseeable circumstances, refund will be made according to your payment method. For credit card payment, refund will be made directly to your credit
card account. For cheque payment, refund will be mailed to your correspondence address.
9. All scheduled events will be cancelled and postponed to a date to be announced in the event of typhoon signal no. 8 or above or if a Black Rainstorm warning is
hoisted. For details of bad weather arrangement for CPD programmes, please refer to the Institute’s homepage.
10.  The Institute reserves the right to change the venue, date, speaker or to cancel the event due to unforeseen circumstances.
11.  No unauthorized audio or video recording is allowed at CPD events.
Personal Data: Your personal data collected from the enrolment process and administration of courses/events/activities will be used for the purpose of the administration
of the course on which you are enrolled. Such data collected may be accessible by the Institute's officers, persons or committees processing the application and related
matters. In addition, the Institute may use the collected data for statistical research and analysis. The Institute intends to use the personal data of your name, email address
and correspondence address to inform you, where relevant, of members' benefits, goods, services, facilities and events organized or provided by the Institute or other
organizations. Members and registered students may opt out of receiving such materials at any time by logging in via the following link
https://www.hkicpa.org.hk/en/members-area/comm-preference/.
Non-members may opt out of receiving such materials at any time by sending an email to the Institute at privacyofficer@hkicpa.org.hk or a letter to the Institute's privacy

officer. For more information about the privacy policy of the Institute, please go to http://www.hkicpa.org.hk/en/service-tools/privacy-policy/.

For non-member and firm payment by cheque, please fill-in your postal address for refund.

Name: Name:

Address: Address:
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